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Introduction 

This policy will cover how information relating to BeyondAutism staff, volunteers and children 
and parents, is gathered, used and stored. 
 
The document is divided into two sections: 
 
Section 1 - The Data Protection Act - Requirements for processing personal data 
Section 2 - Guidance for BeyondAutism staff 
 
Note that processing data includes gathering, obtaining, using and storing data. 
 

Policy Statement 

BeyondAutism recognises its responsibilities under Data Protection legislation and will seek 
to put in place arrangements which ensure compliance with its obligations. In particular the 
Trustees will ensure arrangements are in place to enable this Policy and accompanying 
guidance to be kept up to date and brought to the attention of all staff, including temporary 
staff, agency workers, contractors and volunteers working on behalf of the School. 
 
Note that this policy and accompanying guidance applies equally to all permanent and 
temporary staff, agency workers, contractors and volunteers working on behalf of 
BeyondAutism. 

Implementing the Policy 

All staff are expected to familiarise themselves with this policy. All new staff will be issued 
with a copy as part of the induction process. A copy will be kept in the Staff Handbook. 
 

1. Requirements for Processing Personal Data 

Data Principles (Schedule 1 of the Act) 

Anyone processing personal data must comply with the enforceable principles of good 
practice contained within the Data Protection Act 1998. The Act contains eight basic 
principles, which state that personal data must: 
 

 be obtained and processed fairly and lawfully and shall not be processed unless 
certain conditions are met 

 be obtained for a specified and lawful purpose and shall not be processed in any 
manner incompatible with that purpose 

 be adequate, relevant and not excessive for those purposes 

 be accurate and kept up to date 

 not be kept for longer than is necessary for that purpose  

 be processed in accordance with the data subject’s rights 

 be kept safe from unauthorised access, accidental loss or destruction 

 not be transferred to a country outside the European Economic Area, unless that 
country has equivalent levels of protection for personal data. 

 



 

 

Personal data covers both facts and opinions about the individual. It also includes 
information regarding the intentions of the data controller towards the individual.  

What is Personal Data? 

Personal data is information about a living individual, who is identifiable by the information, 
or who could be identified by the information combined with other data, which BeyondAutism 
has or may have in the future. This includes names and addresses, staff or children’s 
attendance records, ethnic origin, qualifications and experience, details about staff sickness 
and annual leave, dates of birth or marital status. Furthermore, any recorded opinion about 
or intentions regarding a person are also personal data; and this includes both school 
reports and staff reviews or appraisal reports. 
 
The Act covers ALL personal data processed by BeyondAutism, irrespective of whether held 
by individual members of staff in their own separate files or in departmental records systems. 
 
The Act distinguishes between ordinary personal data such as name, address and telephone 
number and sensitive personal data. Under the Act the processing of sensitive data is 
subject to much stricter conditions. Sensitive data is data relating to: 
 

 the racial or ethnic origin of the data subject; 

 his/her political opinions; 

 his/her religious beliefs or other beliefs of a similar nature; 

 whether s/he is a member of a trade union (within the meaning of the Trade Union 
and Labour Relations (Consolidation) Act 1992); 

 his/her physical or mental health or condition; 

 his/her sexual life; 

 the commission or alleged commission by him/her of any offence; or 

 any proceedings for any offence committed or alleged to have been committed by 
him/her, the disposal of such proceedings or the sentence of any court in such 
proceedings. 

Conditions for Processing Sensitive Data (Schedule 3 of the Act) 

The processing of sensitive personal data must comply with at least one of the following 
conditions, in addition to one of the conditions for processing in Schedule 1 (which apply to 
the processing of all personal data): 
 

 The data subject has given his explicit consent to the processing of the personal data 

 The processing is necessary for the purposes of exercising or performing any right or 
obligation which is conferred or imposed by law on the data controller in connection 
with employment (e.g. criminal records and other checks in relation to the 
employment or prospective employment of people working with children). 

 

Conditions for Processing Ordinary Data (Schedule 2 of the Act) 

 The data subject has given his consent to the processing 

 The processing is necessary 

 for the performance of a contract to which the data subject is a party, or 
 



 

 

 for the taking of steps at the request of the data subject with a view to 
entering into a contract. 

 The processing is necessary for compliance with any legal obligation to which the 
data controller is subject, other than an obligation imposed by contract 

 The processing is necessary in order to protect the vital interests of the data subject 

 The processing is necessary 

 for the administration of justice 

 for the exercise of any functions conferred on any person by or under any 
enactment 

 for the exercise of any functions of the Crown, a Minister of the Crown or a 
government department, or 

 for the exercise of any other functions of a public nature exercised in the 
public interest by any person. 

 The processing is necessary for the purposes of legitimate interests pursued by the 
data controller or by the third party or parties to whom the data are disclosed, except 
where the processing is unwarranted (that is it will prejudice the rights and freedoms 
or legitimate interests of the data subject). 

 

2. Guidance for BeyondAutism Staff 

Introduction 

As an employee you have both rights and obligations under Data Protection legislation. 
Reading this policy and guidance will help you understand some of these rights and 
obligations. The guidance provided in this section is of a general nature and will act as a 
framework. 

Obtaining Information 

Whenever you need to collect personal information, including sensitive personal information 
ask yourself: 
 

 Exactly what will the information will be used for? Is it for a legitimate purpose? 

 Exactly what information is needed to fulfil this purpose? 

 Who needs to have access to this information? 

 What processes do we need in place for collecting the data? 

 What systems are there for ensuring only legitimate access? 

 How do I need to store the information to ensure it is secure? 

 Does the existing guidance cover the information I am gathering or do I need to alert 
the Chief Executive Officer? 

 

Retention of Data 

It is not in the interest either of data subjects or of BeyondAutism to retain unnecessary or 
duplicate information. BeyondAutism does, however, retain some data relating to former staff 
and children and their parents partly in order to comply with statutory requirements but also 
as a way of maintaining a complete historical record. Nonetheless, it is BeyondAutism’s 
policy to discourage the retention of personal data within files for longer than it is needed. 



 

 

Access to Data 

Staff, children, their parents and others in contact with BeyondAutism will on most occasions 
have the right to access personal data that is being kept about them either on computer or in 
manual files. This will normally be provided by way of time to view the data held and to have 
copies of the personal data or a report of the data held, depending on the type and format of 
the original data. Any person who wishes to exercise this right should make a written request 
to the COO of BeyondAutism. Whilst viewing records will be free, BeyondAutism reserves 
the right to levy a charge of £10 on each occasion that copies of records are requested as a 
contribution towards the administrative time and cost of making photocopies. 
 
BeyondAutism aims to comply with requests for access to personal information from data 
subjects as quickly as possible, but will ensure that it is provided within 40 days from the 
date of the request. 

Storing Information and Security of Data 

All staff must ensure that: 
 

 any personal data which they hold is kept secure 

 personal information is not disclosed either verbally or in writing, intentionally or 
otherwise to any unauthorised third party. 

 
Staff should note that unauthorised disclosure may be a disciplinary matter, and could be 
considered gross misconduct in certain cases. 
 
Additionally, staff must ensure that, where a third party processes data on BeyondAutism’s 
behalf (a partner organisation, for example) there is a written contract between the parties 
which specifies that the processor agrees to act on BeyondAutism’s instructions and to abide 
by the provisions of the Act in connection with data security. 
 
Staff should make reasonable efforts to ensure that all personal information is kept securely 
but should pay particular attention to the security of sensitive data. All personal data should 
be accessible only by those who need to use it and sensitive data must be either; 
 

 kept in a lockable room with controlled access, or: 

 kept in a locked filing cabinet, or 

 kept in a locked drawer, or 

 if computerised, be password protected, or 

 kept only on disks which are themselves kept securely  
 
Staff need to take appropriate security precautions in respect of day-to-day PC usage. Care 
must be taken to ensure on screen content is not visible except to authorised staff and that 
computer passwords are used and kept confidential. Screens should not be left unattended 
when personal data is being processed and manual records should not be left where they 
can be accessed by unauthorised staff. When manual records are no longer required, they 
should be shredded or securely archived; and the hard drives of redundant PCs should be 
wiped clean. 
 
Off-site use of personal data presents a potentially greater risk of loss, theft or damage to 
personal data; and the institutional and personal liability that may accrue from the off-site 



 

 

use of personal data is similarly increased. Staff should take particular care when laptop 
computers or personal machines are used to process personal data at home or in other 
locations outside BeyondAutism; and staff should also be aware that this policy and 
guidance and their responsibilities under it apply when data is processed under such 
circumstances. 
 
See also the Information Technology and Computer Use Policy. 

Disposal of confidential data 

When disposing of confidential data or documents staff are required to ensure this is 

undertaken securely.   

 Electronic data must be deleted from all locations where it is available to system 

users. However for IT recovery purposes it will not be possible to remove data from 

system backups until these are overwritten during the next back up cycle. 

 Documents and other paper based records must be shredded on site or sent to a 

secure disposal service.  

Publication of BeyondAutism’s Information 

It is BeyondAutism’s policy to make as much information public as possible; in particular the 
following information may be available publicly: 
 

 lists of staff names 

 work contact information of staff 

 work e-mail addresses 
 
It is of course a condition of employment that staff consent to the processing of their 
personal data.  
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